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Cybernance Corporation 

Subject: Cybernance Backup Policy and Procedures 

1 Policy Statement 

Cybernance employs daily offsite backups, continuous replication, and point-in-time recovery. 

Cybernance utilizes Amazon Web Service as their hosting platform. Amazon’s service is best in 
class, and guarantees the “five 9’s” of uptime (99.999%), triple-redundant backups daily, and a 
multitude of security audit certifications for their data centers. 

All Cybernance Platform code is stored in GitHub in a minimum of three redundant server 
farms, with at least one of them in a different physical location than the other two. It would 
take a catastrophe of epic proportions to destroy all three sites simultaneously (in which case, 
our local backups would be used to recover). 

The Cybernance Platform runs on a database server, three application servers, two 
redistribution (“redis”) servers, and load balancers. The servers are designed to replicate data 
or fail over to a secondary database to enable uninterrupted service in the event of a technical 
or other issue. 

An Amazon service called RDS with synchronous replication enabled is used. This means that 
every piece of data written to the database is synchronously replicated to another data center. 
In the event that the primary database, or even the entire datacenter that holds the primary 
database, fails in some way, the secondary database will pick up and respond to queries 
without manual intervention. 

In the event that both the primary and secondary databases, or the datacenters that hold them, 
fail in some way, Cybernance can make use of backups and the point-in-time restore 
capabilities of those backups. These backups are up-to-date within 5 minutes. 

The Cybernance Platform application servers are stateless, meaning that no information other 
than the code of the application is stored on the servers. If a server goes down, the load 
balancers will automatically redirect requests to the remaining application servers in other 
datacenters, and users will not even be logged out or know that anything has occurred. 
Currently, three datacenters are used. In the event that all three datacenters fail, a new server 
with the code can be provisioned, since distributed backups of both the servers themselves, the 
code, and the deployment mechanisms have been continuously maintained. The two redis 
servers are managed by Amazon and are set up in a failover configuration that holds 
information about background asynchronous jobs (e.g., generating reports, emails, and so on). 
If one fails, the other one will take the load as they are provisioned to be large enough for that 
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possibility. If both fail, then some reports and emails will not go out until they have been 
restored to service by Amazon. 

2 Database Servers 

An Amazon service called RDS with synchronous replication enabled is used. This means that 
every piece of data written to the database is synchronously replicated to another data center. 
Should the primary database, or even the entire datacenter that holds the primary database, 
fail in some way, the secondary database will pick up and respond to queries without any 
manual intervention. If both the primary and secondary databases, or the datacenters that hold 
them, fail in some way, Cybernance can make use of backups, and the point-in-time restore 
capabilities of those backups. These backups are generally up to date within 5 minutes. 

3 Application Servers 

Application servers are stateless, meaning that no information other than the code of the 
application is stored on the servers. If a server goes down, the load balancers will automatically 
redirect requests to the remaining application servers in other datacenters, and users will not 
even be logged out or know that anything has gone wrong. Currently, three datacenters are 
used. If all three datacenters fail, a new server with the code can be provisioned, since 
distributed backups of both the servers themselves, the code, and the deployment mechanisms 
have been continuously maintained. 

4 Upon Termination 

A customer who elects to terminate a paid license, either through cancelation or expiration of 
the license term, may request a data file containing the most current information associated 
with their accounts. 
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