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Supreme Court to treat Burwell infection
Stradling’s Jason de Bretteville and Sheila S. mojtehedi discuss the possible impact 
of a recently argued U.S. Supreme Court appeal of a 9th Circuit decision that  
extended anti-retaliation protection to corporate insiders who blow the whistle  
internally but do not notify the government.

FRAUD

New York state lawmaker charged  
with fraud, obstructing justice
(Reuters) – A New York state lawmaker was charged with 11 counts of fraud and 
obstruction of justice, accused of defrauding government agencies out of tens of 
thousands of dollars, including hurricane relief money, prosecutors said Jan. 9.

United States v. Harris, No. 18-cr-11, indictment 
issued, 2018 WL 344391 (E.D.N.Y. Jan. 8, 2018).

in four alleged schemes between 2012 and 2016, 
Assemblywoman Pamela harris, 57, submitted 
falsified documents to obtain government funds 
for personal use, according to a statement from 
the U.S. Department of Justice.

harris, who represents a district in New York  
City’s Brooklyn borough, also allegedly  
defrauded a bankruptcy court and falsely  
claimed to have been forced out of her residence 
by Superstorm Sandy to get financial assistance, 
it said.

Bob Barker of Cybernance Corp.,  
which provides cyberrisk governance 
technology solutions, analyzes the 
Equifax data breach and how it may 
affect cybersecurity law in the currently 
unregulated credit reporting industry.

 REUtERS/Lucas Jackson
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ExPERt ANALYSiS

Equifax: the cyberlaw test case of the century
By Bob Barker 
Cybernance Corp.

Continuing revelations since the Equifax 
and Yahoo breaches have expanded the 
scope of damages and promise to produce 
far-reaching legal precedents in the coming 
months and years. Equifax revealed that  
2.5 million more U.S. consumers were 
affected, in addition to the 143 million 
originally announced.1 the Yahoo breach 
involved not just the previously announced 
1 billion user accounts, but all 3 billion of its 
account holders.2 

Due to the Equifax breach, more than 
50 class-action suits have been filed 
against the credit reporting company.3 the 
massachusetts attorney general has filed a 
lawsuit, followed by at least 32 other states.4

the Justice Department is examining whether 
Equifax officers violated insider trading laws,5 
and the Federal trade Commission has 
begun investigating the company for unfair 
and deceptive trade practices.6

the U.K. has started its own reviews,7 
and the CEo has been called before four 
congressional committees8 and the iRS has 
suspended its contract with Equifax.9

While the Equifax breach isn’t the largest in 
pure numbers of affected users, it will be a 
precedent-setting case that tests the current 
limits of an inadequate cybersecurity legal 
infrastructure.

the event has starkly contrasted the interests 
of consumers in the use of their data versus 
the interests of companies who profit from 
that data, and the breach highlights the 
meager protections afforded consumers.

BUrden OF PrOOF

more often than most consumers believe, 
business leaders are protected by the 
“reasonable business judgment” rule when 
making decisions.

Based on Delaware corporate law, the rule 
says that if an executive’s business decision 
would be considered reasonable by any 
other person given the known circumstances 
and possible consequences at the time 
of the decision, the executive’s decision is 
justified, even if alternative consequences 
that transpire afterward undermine that 
conclusion.

Specifically, Cede & Co. v. Technicolor Inc., 
634 A.2d 345, 361 (Del. 1993), states that a 
plaintiff assumes “the burden of providing 
evidence that directors, in reaching their 
challenged decision, breached any one of 
the triads of their fiduciary duty — good 
faith, loyalty, or due care” if the actions 
of a corporation’s board of directors are 
questioned.

if the plaintiff can’t do that, they are not 
entitled to any remedy unless the transaction 
“was so one-sided that no business person 
of ordinary, sound judgment could conclude 
that the corporation has received adequate 
consideration.” Walt Disney Co. Derivative 
Litig., 906 A.2d 27 (Del. 2006).

While directors are required to protect their 
shareholders, they are not similarly required 
to protect the consumers whose data is at 
risk. Cybersecurity risks are well-known and 
massive, so the business judgment rule will 
likely be challenged to its limit as a result 
of the Equifax event. it’s time for business 
leaders to accept the fact that cybersecurity, 
rather than being a technology problem, is 
another form of enterprise risk analogous to 
financial risk, and that the responsibility for it 
falls on their shoulders. 

Yahoo is a perfect example of the liability 
faced in the event of a breach. When the 

While directors are required to protect their  
shareholders, they are not similarly required to protect  

the consumers whose data is at risk.

Bob Barker is the chief strategy officer and co-founder of Cybernance 
Corp. in Austin, texas. Previously, he was chief marketing officer of 
infoglide Software. he has negotiated and implemented multiple 
partnerships with major industry players, resulting in new products 
that drove multimillion-dollar increases in revenue at Novell, Sterling 
Commerce and Compuware. Barker is editor and a frequent contributor 
to Cybergovernance Journal, has written articles for industry publications, 
and has served on private company and nonprofit boards.

breach came to light, the company was in 
the process of being acquired by Verizon, 
and its value dropped by $350 million before 
the closing.10 As a consequence, user and 
shareholder lawsuits have been brought 
against Yahoo.

D&o insurance was never meant to cover 
the magnitude of liability that a significant 
cyberattack can create. Yahoo’s bank 
account is also probably not big enough for 
the company to pay possibly hundreds of 
millions of dollars in damages incurred. that 
means its board members could have to pay 
from their own pockets.

in considering the jeopardy in which boards 
and executives find themselves, three key 
questions about the aftermath of the Equifax 
breach must be addressed:

•	 What	 legal	 obligations	 does	 the	
company have to notify consumers 
whose information may have been 
stolen? 

•	 What	is	the	company’s	responsibility	for	
the loss of the data? 

•	 What	liability	has	the	company	incurred?
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LeGaL OBLIGatIOns

the FtC has developed and published 
guidance11 concerning appropriate steps to 
take after a breach of consumers’ personal 
data. in addition to securing operations 
and fixing vulnerabilities, the guidelines 
advise the breached party to determine its 
applicable legal requirements and then 
notify law enforcement as well as affected 
businesses and individuals. 

Legal requirements vary from state to 
state.12 Forty-eight states and the District 
of Columbia have enacted post-breach 
notifications laws; only Alabama and South 
Dakota lack such laws.

in general, these laws require that affected 
parties be notified within a specific period 
of time, but other details vary widely. they 
generally have provisions defining who 
must comply with the law, the definition of 
“personal information,” what represents a 
breach, and any exemptions. 

most state laws are patterned after  
SB 1386, Cal. Civ. Code §  1798.82, an early 
cybersecurity law that took effect July 1, 2003.

individual state attorneys general will 
examine whether Equifax strictly adhered 
to their state laws, and the delay between 
discovery of the breach and its disclosure 
promises to bring strong enforcement 
actions against the company at both state 
and federal levels. 

resPOnsIBILIty

much of the outcome for Equifax will depend 
upon its culpability for the data loss: to what 
extent did the company do everything it 
reasonably could to protect consumer data 
from being exposed?

initial indications suggest the future will 
be extremely challenging for the company, 
its officers and its board. With each new 
revelation, questions about the company’s 
liability arise. these questions include the 
following:

•	 Equifax	 CEO	 Rick	 Smith	 said	 the	
company had identified the person 
responsible for failing to apply the 
critical patches that would have 
prevented the breach .13 how did Equifax 

developed by the National institute of 
Standards and technology, to identify 
gaps in an organization’s cybersecurity 
program. Did Equifax apply a known 
standard like NiSt CSF and put in 
place the known policies and processes 
it identifies? Did the company’s 
leadership and the board of directors 
make understanding the efficacy of their 
cybersecurity program a priority?  

Based on revelations to date, Equifax clearly 
bears significant responsibility for the breach.  

LIaBILIty

Assessing the level of legal liability resulting 
from the breach is not a simple exercise. 
Potential areas for Equifax liability are 
negligence, actual damages caused by the 
loss of data and insider trading. 

Shortly after becoming the CEo, Smith 
took a positive step by hiring a well-known 
cyberexpert to overhaul the company’s 
cybersecurity, but gaps remained afterward.

According to Bloomberg: “After the breach 
became public in September, Steve 
VanWieren, a vice president of data quality 
who left Equifax in January 2012 after 
almost 15 years, wrote in a post on Linkedin 
that ‘it bothered me how much access just 
about any employee had to the personally 
identifiable attributes. i would see printed 
credit files sitting near shredders, and i 
would hear people speaking about specific 
cases, speaking aloud consumers’ personally 
identifiable information.’”16 

the apparent failure by the company’s 
leadership to create a cyberconscious culture 
where safe handling of customer data was a 
high priority creates significant liability issues 
that will be decided in court.

it is hard to predict the outcome of the 
consumer suits brought against the 
company. Consumer plaintiffs have often 
found it difficult to meet the legal standard 
for standing.

“that idea of proving harm done has been the 
albatross around the neck of the plaintiffs’ 
bar for several years. … they struggle to 
show that they suffered any actual financial 
harm from the incident,” according to an 
article in the harvard Business Review. 
“When the information, such as a Social 
Security number, could have been obtained 
from any number of sources, it is difficult for 

once the Equifax breach was known internally, the company 
should have made it public immediately, and key executives 

should have been blocked from trading their shares.

allow one person to become a single 
point of failure? Where were the checks 
and balances for tracking that the fix 
had been implemented?

•	 Apparently,	Equifax	was	using	software	
to verify that patches were applied, 
but the software did not catch the 
omission.14 how was that software 
selected? What kind of testing was done 
to ensure that it functioned properly?

•	 Equifax’s	 cybersecurity	 program	
received a rating of zero on a 10-point 
scale in August 2016 by the index 
provider mSCi15. the breach was 
announced 11 months later. What, if any, 
changes were made in response to the 
bad rating? Did the company ignore 
such a critical indication of significant 
problems? 

•	 Given	 the	 need	 to	 improve	 a	
cyberprogram, the most common 
direction given by cyberexperts is to 
use the Cybersecurity Framework, 

the laws across jurisdictions vary, and 
enforcement actions are not common. in an 
egregious case like Equifax, though, expect 
every state to scrutinize the company’s post-
breach actions.  

The	Gramm-Leach-Bliley	Act	is	a	federal	law	
governing the handling of breached data. 
it directs companies offering consumers 
financial products and services (such 
as insurance, financial management, 
investment advice, tax preparation and 
loans) to make clear how they protect 
sensitive data and the circumstances under 
which they share it. it also gives consumers 
the right to opt out of any data sharing. 

Although Equifax’s core offering is business-
to-business services, in recent years the 
company has expanded to provide consumer 
services. Congressional committees and 
regulatory agencies are intensely scrutinizing 
the company’s actions, and it is certain that 
compliance	with	 the	GLBA	will	 be	 carefully	
assessed.
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plaintiffs to establish that any one breach 
was responsible for the harm they claim to 
have suffered.”17

on the other hand, insider trading rules under 
Section 10b5 of the Securities Exchange Act 
are unambiguous.

moreover, under the SEC’s Fair Disclosure 
regulation, a company that discloses 
material nonpublic information to one 
person, whether intentional or not, must 
simultaneously disclose that information to 
the public at large. 

three Equifax executives exercised stock 
trades between the time the breach was 
discovered and the time it was announced, 
causing an uproar in the press. once the 
breach was known internally, the company 
should have made it public immediately, and 
key executives should have been prevented 
from trading their shares. instead, the chief 
financial officer participated in the sale. 
Expect at least the CFo to receive some form 
of sanction by the SEC. 

COnCLUsIOn

Equifax has exposed half the nation’s citizens 
to identity theft and fraud risks. information 
technology teams and information security 
staff should no longer be alone in getting 
fired when detrimental breaches occur.

CEos and boards of directors have a fiduciary 
responsibility to their organizations. ignoring 
known cyberrisk, or worse, refusing to invest 
in cybersecurity (because risking a breach 
appears less expensive than spending on 
cybersecurity technology) is a recipe for a 
business leader’s reputational and financial 
demise. 

Equifax faces massive liabilities, and it 
should be obligated to offer as many long-
term and frequent credit-monitoring services 
to consumers as possible.

in addition, its new CEo has already 
committed that by early next year consumers 
will be able to freeze and unfreeze their credit 
reports without charge, forever.18 

the courts and regulatory agencies are likely 
to significantly increase the obligations of 

private companies to protect consumer data 
with new mandatory directives, pushing the 
U.S. forward in its pursuit of a cyberequivalent 
to the Sarbanes-oxley Act.

the Senate Banking Committee passed 
Sarbanes-oxley in 2002 in response to a 
rash of highly publicized fraud events that 
threatened public and investor confidence in 
the stock market. With the increasing impact 
of massive breaches now occurring, we risk a 
similar loss in public and investor confidence. 
Until recently, the SEC, FtC, and Consumer 
Financial Protection Bureau have held off 
issuing any mandatory directives, relying 
instead on guidelines for business.

Federal agencies were directed may 11 
to begin reporting on their cyberstatus 
using the NiSt Cybersecurity Framework, 
and the executive order mandating it also 
recommended that private organizations 
adopt it as well.19

Not long after, the National infrastructure 
Advisory Council recommended that 
government agencies offer incentives to the 
private sector to adopt the framework.20 
the immensity of the Equifax breach and 
the apparent negligence of its leadership 
in handling it increases the likelihood 
legislation will be passed requiring 
widespread compliance with the NiSt CSF.

the Equifax breach will have a far-reaching 
impact on U.S. cybersecurity laws and 
regulation, and the legal community will play 
a paramount role in elevating the nation’s 
cyber resilience.  WJ
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Supreme Court to treat Burwell infection
By Jason de Bretteville, esq., and sheila s. Mojtehedi, esq. 
Stradling
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Sheila S. Mojtehedi (R) is an associate in the firm’s Newport Beach office. She works in its business 
litigation and securities litigation practice groups and can be reached at smojtehedi@sycr.com

the U.S. Supreme Court recently heard oral 
argument in Digital Realty Trust v. Somers to 
determine the scope of the Dodd-Frank Wall 
Street Reform and Consumer Protection 
Act’s anti-retaliation protection for corporate 
insiders who blow the whistle. Digital Realty 
Trust v. Somers, No. 16-1276, oral argument 
held, 2017 WL 5730691 (U.S. Nov. 28, 2017).

Dodd-Frank expressly defines a 
“whistleblower” as an individual who has 
provided information to the Securities 
and Exchange Commission. that express 
definition was not enough, however, to 
stop the 9th U.S. Circuit Court of Appeals 
in Somers from expanding the statute 
Dodd-Frank to protect purely internal 
whistleblowers — that is, insiders who do not 
report alleged misconduct to the SEC.

the 9th Circuit decision deepened a split 
between the 5th and 2nd circuits. it also 
provoked a pithy dissent from Judge Justin 
owens, in which he analogized the majority’s 
willingness to deviate from the express 
language of the statute to the potentially 
world-ending, mutating life-form in John 
Carpenter’s “the thing.”

the Supreme Court’s ruling will end 
uncertainty over the scope of whistleblower 
protection afforded by Dodd-Frank. But 
its more significant — if not world-saving 
— impact may be guidance it provides 

regarding the limits of judicial attempts to 
repair poor legislative drafting.

the ersatz WhIstLeBLOWer

Plaintiff Paul Somers was vice president 
of portfolio management of Digital Realty 
trust inc. in Europe and then Singapore. 
While in Singapore, he complained to senior 
management about Senior Vice President 
Kris Kumar, who headed the company’s  
Asian Pacific region. Somers told 
management that Kumar had impaired 

Section 21F defines a “whistleblower” as 
“any individual who provides … information 
relating to a violation of the securities  
laws to the SEC, in a manner established, by 
rule or regulation, by the SEC.” 15 U.S.C.A. 
§ 78u-6(a)(6).

Digital Realty — arguing that Congress 
meant what it said — moved to dismiss that 
claim, contending that Somers was not a 
whistleblower under Dodd-Frank because 
he only reported the alleged violations 
internally.  

the dissenting judge in Somers was sharply critical 
of the court’s use of Burwell to justify an expansion 

of Dodd-Frank’s protection of whistleblowers.

internal controls in violation of the Sarbanes-
oxley Act and engaged in other acts of serious 
misconduct, including hiding $7 million in 
cost overruns on a hong Kong development 
project. Somers was fired shortly thereafter.

Somers never reported Kumar’s alleged 
violations to the SEC or any other 
enforcement agency. instead, he sued 
Digital Realty, alleging violations of state 
and federal laws, including Section 21F of 
the Securities Exchange Act, which includes 
the anti-retaliation protections created by 
Dodd-Frank.

Despite Dodd-Frank’s express definition of 
whistleblower, U.S. District Judge Edward 
Chen of the Northern District of California 
denied the motion. Judge Chen held that the 
determinative issue was whether the statute 
was ambiguous.

Specifically, he said the third subsection of 
the anti-retaliation provision “appears to 
be in direct conflict with the [Dodd-Frank 
Act’s] definition of a whistleblower because 
it provides protection to persons who have 
not disclosed information to the SEC, while 
Section 21F(a)(6) requires the person report 
to the [SEC].” Somers v. Digital Realty Trust 
Inc., 119 F. Supp. 3d 1088, 1098 (N.D. Cal. 
2015) (internal quotations omitted).

Because of this perceived conflict, Judge  
Chen deferred to the SEC’s interpretation  
of Dodd-Frank in accordance with Chevron 
U.S.A. v. Natural Resources Defense Council 
Inc., 467 U.S. 837 (1984), extending what 
is commonly referred to as “Chevron 
deference,” and on that basis held that  
Dodd-Frank’s anti-retaliation provision 
protects whistleblowers who only report 
internally.

in so doing, Judge Chen held that the term 
whistleblower in Dodd-Frank is not limited to 
Congress’ express definition of that term in 
the very same statute.
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saMe WOrd, dIFFerent MeanInG

the 9th Circuit affirmed Judge Chen’s  
denial of Digital Realty’s motion to dismiss, 
holding that “Dodd-Frank’s anti-retaliation 
provision “unambiguously and expressly 
protects from retaliation all those who 
report to the SEC and who report internally.” 
Somers v. Digital Realty Trust, 850 F.3d 1045, 
1049 (2017).

Unlike Judge Chen, the panel’s majority did 
not provide a detailed analysis explaining 
the statute’s purported ambiguity or the 
requirements of Chevron deference in order 
to explain the deviance from the statute’s 
explicit definition.

instead, the appeals court’s interpretation of 
Dodd-Frank relies on the panel’s:

•	 Musings	 over	 the	 potential	 policy	
implications of strictly construing 
the statute to protect only those 
“whistleblowers” included in Dodd-
Frank’s definition of that term.

•	 Inference	 that	 Congress	 intended	
something other than the expressly 
provided definition.

•	 Assertion	that	it	was	free	to	resolve	any	
literal conflicts in the statutory language 
by simply ignoring the definition set by 
Congress.

the first sentence of the opinion’s analysis 
establishes the court’s sweeping interpretive 
approach: “the case must be seen against 
the background of 21st-century statutes to 
curb securities abuses.”

After recounting the history behind Dodd-
Frank and Sarbanes-oxley, the court 
concluded that Dodd-Frank’s references to 
Sarbanes-oxley’s disclosure requirements 
and protections show that Dodd-Frank, like 
Sarbanes-oxley, “necessarily bars retaliation 
against an employee of a public company 
who reports violations to the boss, i.e., one 
who ‘provide[s] information’ regarding a 
securities law violation to a person with 
supervisory authority over the employee.”

otherwise, the court speculated, employees 
would be left without sufficient protections, 
which “would result in early retaliation  
before the information could reach the 
regulators.” 

the court casually characterized its 
reconstruction of the statute as nothing 
more than a routine instance where “terms 
can have different operative consequences in 

different contexts … even where … the statute 
includes a definitional provision.”

the majority further justified its extraordinary 
legislative repair work by citing the 
Supreme Court’s interpretive contortions 
in King v. Burwell, 135 S. Ct. 2480 (2015). 
in that case, Chief Justice John Roberts 
rescued the Affordable Care Act from its 
poor “draftsmanship” by giving different  
meanings to the same statutory terms, 
depending on the broader text and structure 
of the act. he justified doing so with the 
notion that “the presumption of consistent 
usage readily yields to context,” despite the 
danger of definitional inconsistencies.

the dIssent

Judge owens, the dissenting judge in 
Somers, was sharply critical of the court’s use 
of Burwell to justify an expansion of Dodd-
Frank’s protection of whistleblowers. in fact, 
he recommended “quarantin[ing] Burwell 
and its potentially dangerous shape-shifting 
nature to the specific facts of that case to 
avoid jurisprudential disruption on a cellular 
level.”

to emphasize the dangerous consequences 
of permitting the Burwell approach to 
evolve and spread through subsequent 
jurisprudence, Judge owens provided 
comparison to John Carpenter’s “the 
thing,” a 1980s horror film in which the  
protagonists struggle to contain a parasitic 
extraterrestrial life form that assimilates  
and subsequently imitates other organisms, 
with uncertain success.

Notably, containing Burwell may not prove 
to be all that challenging. indeed, the 
majority’s reliance on Burwell arguably 
conflicts with principles articulated in  
Burwell itself, as well as other deep-rooted 
principles of statutory interpretation.

For example, the Supreme Court said in 
Burwell that “[i]f the statutory language is 
plain, we must enforce it according to its 
terms.” the definition of whistleblower in 
Dodd-Frank is inarguably plain.

moreover, in a nearly contemporaneous 
decision, Baker Botts LLP v. Asarco LLC, 
135 S. Ct. 2158, 2169 (2015), the Supreme 

the majority’s reliance on Burwell arguably conflicts 
with principles articulated in Burwell itself, as well as other 

deep-rooted principles of statutory interpretation.

Court emphasized that a judge’s job “is 
to follow the text even if doing so will 
supposedly undercut a basic objective of the 
statute.” the Somers decision, on its face, 
seems to run contrary to both principles.

Nonetheless, the contrary decisions from 
the 9th and 2nd circuits are not utterly 
unfounded. Specifically, the subsection 
that is the focus of Judge Chen’s district 
court decision does seem to suggest that  
Congress may have intended to protect 
whistleblowers who report internally, but 
simply made a mistake in drafting.

the third subsection of the anti-retaliation 
provision expressly prohibits retaliation 
against individuals who make “disclosures 
that are required or protected under” 
Sarbanes-oxley, a statute that expressly 
extends its protections to employees who 
make purely internal reports.

But in its current form, applying  
Dodd-Frank’s definition of whistleblower 
to that subsection results in more robust 
protections to a subset of individuals 
identified in Sarbanes-oxley: those who 

make reports to the SEC. this result is 
coherent, and it does not require ignoring the 
actual language of the statute.

in contrast, the 9th Circuit’s reliance on its 
own policy analysis, without the benefit of 
fact-finding, congressional hearings or any 
other resource beyond the judges’ personal 
experience and wisdom, looks like judicial 
overreach.

COnCLUsIOn

the Supreme Court is unlikely to agree 
with the 9th Circuit’s reasoning in Somers: 
namely, that a court is free to ignore 
statutory definitions whenever doing so 
will, in the court’s view, better achieve  
Congress’ purported policy objectives.

to do so would amount to a novel form of 
jurisprudence that would privilege judicial 
inferences over the plain text of a statute in 
a manner that transcends even Burwell.  WJ
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CoRRUPtioN

Brazilian regulator accuses Petrobras ex-executives of graft
(Reuters) – Brazil’s securities regulator formally accused eight former executives of state-run oil company Petroleo 
Brasileiro SA of corruption Dec. 29, as the world’s largest graft investigation stretches deep into its third year.

According to a legal filing by the CVm, 
Brazil’s equivalent to the U.S. Securities 
and Exchange Commission, the accusations 
relate to possible irregularities in the 
contracting process for three drill ships. 
the accusations stem from an investigation 
started in march 2016 and include two 
former CEos of Petrobras, as the company is 
commonly known.

Petrobras is at the center of the so-called 
Lava Jato or “car wash” scandal, a massive 
corruption investigation that has sent  
dozens of top ranked executives and 
politicians to jail. the company, which is  
the target of 14 separate CVm inquiries, 
did not immediately respond to an email 
requesting comment.

Among the accused in CVm’s filing are 
former Petrobras chief executives maria das 

Graças	 Foster	 and	 José	 Sérgio	 Gabrielli,	
former services head Renato Duque, former 
supply chain head Paulo Roberto Costa, 
former international business head Nestor 
Cerveró, former Chief Financial officer Almir  
Barbassa, former exploration and production 
head	 Guilherme	 Estrella,	 and	 former	 gas	 
and energy head ildo Sauer.

Several of the accused, including Duque and 
Roberto Costa, have already been convicted 
of separate corruption-related offenses. 
there was no public information immediately 
available regarding the timeline for the next 
steps in the legal proceedings.  WJ

(Reporting by Aluisio Alves and Gram Slattery; 
editing by Grant McCool)

REUtERS/Sergio moraes REUtERS/Ueslei marcelino

Among the accused in the Brazilian securities regulator’s filing are former Petrobras chief executives Maria das Graças Foster (L) and José 
Sérgio Gabrielli (R).



JANUARY 2018  n  VoLUmE 32  n  iSSUE 5  |  9© 2018 thomson Reuters

FOREIGn	CORRupT	pRACTICES	ACT

Keppel, U.S. subsidiary to pay $422 million  
to resolve bribery charges
By Phyllis L. skupien, esq.

Singapore-based Keppel offshore & marine Ltd. and its U.S. subsidiary have agreed to pay more than $422 million  
to resolve charges in the U.S., Brazil and Singapore over its decade-long, $50 million scheme to bribe Brazilian officials 
for shipping business.

REUtERS/Edgar Su

The charges said Keppel Offshore & Marine Ltd. paid $55 million in bribes to officials at two Brazilian oil companies to win 13 contracts. 
The company’s shipyard in Singapore is shown here.

United States v. Keppel Offshore & Marine 
Ltd., No. 17-cr-697, information filed,  
2017 WL 6759183 (E.D.N.Y. Dec. 22, 2017).

“today’s resolution once again underscores 
the importance of the Department of Justice’s 
collaboration with foreign authorities to 
hold corrupt companies and individuals 
accountable for their crimes, while ensuring 
the fair and appropriate allocation of fines 
and penalties,” acting Assistant Attorney 
General	John	p.	Cronan	said	in	a	statement.

the U.S. attorney’s office for the Eastern 
District of New York announced the deferred 
prosecution agreements for Keppel and 
subsidiary Keppel offshore & marine USA 
inc. on Dec. 22. the agreements resolve 
criminal charges filed against the companies 
for violations of the Foreign Corrupt Practices 
Act, 15 U.S.C.A. § 78dd-1.

the criminal information alleges that 
between 2001 and 2014, Keppel paid about 
$55 million to officials at the Brazilian state-
owned oil company Petrobras and their 
political connections to win 13 contracts 
with the oil company and another Brazilian 
company. Keppel concealed the bribes 
by paying excessive commissions to an 
intermediary under the guise of legitimate 
consulting contracts, the Justice Department 
said.

the bribery resulted in more than  
$350 million in profits for contracts  
awarded to the defendant companies, the 
Justice Department said. the companies 
also used the U.S. banking system to  
conceal the source and disbursement of the 
bribe payments through shell companies, 
the DoJ added.

the deferred prosecution agreements 
are the result of a multinational effort to 
stop corruption. Under the terms of the 
agreement, Keppel will pay a total criminal 
fine of $422 million, with a criminal penalty 
due to the U.S. of $105 million, including 
$4.7 million fine paid by Keppel USA. the 
company will also implement rigorous 
internal controls and continue to cooperate 
with the Justice Department’s investigation, 
the DoJ statement said.

in related proceedings, Keppel also settled 
with	 the	 Ministério	 públicio	 Federal	 in	 
Brazil	and	the	Attorney	General’s	Chambers	
in Singapore. the U.S. will credit the 
amounts paid to Brazil and Singapore  
under their agreements, with Brazil  

receiving $211 million, or 50 percent of the 
criminal penalty, and Singapore receiving  
$105 million, or 25 percent of the penalty.

in addition, the U.S. attorney’s office said 
Keppel and Keppel USA have received 
credit for their substantial cooperation with 
the investigation and the penalty reflects a  
25 percent reduction of the fines 
recommended by U.S. sentencing guidelines.  
WJ

Related Filings: 
Keppel criminal information: 2017 WL 6759183 
Keppel USA criminal information:  
2017 WL 6759180

See Document Section B (P. 28) for the Keppel 
USA criminal information. 
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pAydAy	LEndInG

Payday lender’s owner gets 16-year sentence  
for $3.5 billion scheme
the owner of a Kansas-based payday lending operation that fraudulently charged high-interest loans to customers has 
received a 16-year federal prison sentence for his role in the $3.5 billion criminal enterprise.

United States v. Tucker et al. No. 16-cr-91, defendant sentenced 
(S.D.N.Y. Jan. 5, 2018).

U.S. District Judge P. Kevin Castel of the Southern District of New York on  
Jan. 5 sentenced Scott tucker, 55, of Leawood, Kansas, to 200 months 
in prison, according to a U.S. Justice Department statement. 

tucker’s co-defendant, attorney timothy muir, 46, of overland Park, 
received an 84-month sentence for his involvement in the scheme, the 
Justice Department said. 

After a five-week trial, the defendants were found guilty in october on 
charges of racketeering, wire fraud, money laundering and violating 
the truth-in-Lending Act, 15 U.S.C.A. § 1601, the statement said. 

According to the DoJ, the defendants operated a nationwide internet 
payday-lending scheme for more than 15 years and evaded several 
states’ investigations by claiming their business was owned and 
operated by Native American tribes. 

Payday LOans

the government alleged that from 1997 to 2013, tucker made short 
term, high-interest loans over the internet.

the overland Park-based lending enterprise did business as  
Ameriloan, formerly known as Cash Advance; oneClickCash, formerly 
known as Preferred Cash Loans; United Cash Loans; US FastCash; 
500 FastCash; Advantage Case Services; and Star Cash Processing,  
it added. 

tucker had up to 1,500 employees, and muir acted as general counsel 
for the business, it said.

tucker and muir routinely lied to customers about the interest rate  
and the total cost of their loans, charging interest rates between  
600 and 1,000 percent, the DoJ said.  

the defendants provided loans for more than 4.5 million people across 
the country, including 250,000 in New York, and they issued many in 
states that expressly prohibited high-interest loans, the government 
said. 

the DoJ claimed that the defendants were aware their practices 
violated various states’ usury laws.

hIdInG BehInd the trIBes

to hide their crimes, the defendants entered into agreements with 
several Native American tribes so they could claim to be protected  
by sovereign immunity, the statement said.

According to the government, tucker and muir had agreements  
with the Santee Sioux tribe of Nebraska, the miami tribe of oklahoma 
and the modoc tribe of oklahoma, as well as other tribes. 

the DoJ alleged that among other deceptions, the defendants 
prepared false tribal representative declarations stating that the  
tribes controlled the business. tucker also allegedly opened bank 
accounts that were nominally held by the tribes but that he in fact 
controlled.  

the tribes did not own or operate any part of the lending business, 
and tucker still retained control from his operation in Kansas, the 
government said.  

tucker allegedly laundered more than $380 million through 
the accounts and used the money to buy a fleet of Ferraris and  
Porsches, a private jet and an expensive home in Aspen, Colorado. 
he also used the money to fund a professional auto-racing team,  
the Justice Department said. 

in all, the defendants reaped $3.5 billion in revenue from 2008  
through June 2013, it said.

During sentencing, Judge Castel characterized the defendants’ 
conduct as a “scheme to extract money from people in desperate 
circumstances” that “created heartbreak and sorrow … not just 
financial loss,” according to the statement.  WJ

Related Filings: 
Tucker sentencing submission: 2017 WL 6820200 
U.S. sentencing memo: 2017 WL 6820442
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mAiL FRAUD

Ex-head of Florida biodiesel facility disputes fraud conviction
By Phyllis L. skupien, esq.

the former CEo of a Florida biodiesel facility is seeking acquittal or a new trial after he was convicted of conspiring to 
fraudulently obtain federal grant money for equipment at the site.

United States v. Maher et al., No. 16-cr-30, 
motion filed, 2018 WL 271444 (N.D. Fla. 
Jan. 2, 2018).

Lee J. maher, 59, of orlando, was convicted 
Dec. 18 of conspiracy to commit mail fraud 
and wrongfully obtaining and retaining 
federal funds. he faces a maximum of  
20 years in prison on each count.

Co-defendant Larry K. Long, 75, of 
Simpsonville, South Carolina, previously 
pleaded guilty to participating in the 
conspiracy and received a 12-month prison 
sentence. he filed an with the 11th U.S. Circuit 
Court of Appeals on Dec. 29.

the defendants were officers of biodiesel 
plant Clean Fuel Lakeland from 2009 
through 2010, according to a statement 
released by the U.S. attorney’s office for the 
Northern District of Florida on Dec. 19.

FederaL Grant MOney

Under the American Recovery and 
Reinvestment Act of 2009, the U.S. 
Department of Energy offered reimburse-
ment grants to investors in new-energy 
businesses, according to the statement.

Under that legislation, maher and Long 
applied for a $2.4 million grant, falsely 
claiming Clean Fuel had spent that amount 
to buy and install a generator, the statement 
said.

As part of the application, the defendants 
also submitted bogus bank checks as  
proof of payment for the generator, according 
to the U.S. Justice Department. they were 
ultimately awarded $2.2 million in funds in 
December 2010, the DoJ said.

But prosecutors said no grant funds were 
ever spent on a generator and the defendants 

maintained the fraud by submitting false 
progress reports through November 2012.

the government alleged at a six-day 
trial that the grant funds were disbursed  
through maher’s bank accounts and that 
Long received 1 percent, or $22,320, of the 
illegal gains for his role in the scheme.

in his motion for acquittal or a new trial, 
maher asserts that his conviction was  
based on circumstantial evidence and that 
Long’s testimony did not show intent to 
defraud. he further argues the charges 
were brought after the applicable five-year 
limitations period.  WJ

Related Filings: 
Motion for acquittal or new trial: 2018 WL 271444

See Document Section C (P. 33) for the motion.
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WhiStLEBLoWER

Kmart whistleblower to get $9.3 million of false-billing settlement
By Phyllis L. skupien, esq.

A former Kmart Corp. pharmacist who acted as a whistleblower will receive $9.3 million of a multimillion-dollar settlement 
resolving allegations that the company overbilled federal health care programs for generic prescription drugs. 

 REUtERS/mohammad  Khursheed

United States ex rel. Garbe v. Kmart Corp., 
No. 12-cv-881, settlement announced  
(S.D. Ill. Dec. 22, 2017).

the whistleblower award is part of a  
$32.2 million settlement between Kmart  
and the United States that resolves a suit 
filed	 in	 2008	 by	 pharmacist	 James	 Garbe	
under the False Claims Act, 31 U.S.C.A. 
§ 3729, the U.S. Justice Department said in  
a Dec. 22 statement. 

Under the FCA, a private party may sue on 
behalf of the government and share in any 
recovery. the United States declined to 
intervene in the suit and take up the action, 
but	Garbe	pursued	the	litigation	on	his	own.	

he claimed that Kmart gave discounts  
to cash-paying customers through various 

club programs but did not include those 
discounts when it billed for reimbursement. 

the suit alleged Kmart submitted false 
billing to medicare Part D, medicaid and 
tricare, a federal health insurance program 

for members of the military and their families, 
the Justice Department said. 

“this settlement should put pharmacies on 
notice that there will be consequences if they 
attempt to improperly increase payments 
from taxpayer-funded health programs  
by masking the true prices that they charge 
the general public for the same drugs,” 
acting	 Assistant	 Attorney	 General	 Chad	 A.	
Readler of the Justice Department’s Civil 
Division said in a statement.

the settlement with the federal government 
is part of a $59 million global settlement  
that also resolves state medicaid and 
insurance claims against Kmart.   

Kmart is a wholly owned subsidiary of Sears 
holdings Corp.  WJ

She also was accused of obstructing justice 
after instructing witnesses in 2017 to lie to 
FBi agents after becoming aware of the 
grand jury’s investigation into her alleged 
crimes.

Joel Cohen, an attorney representing harris, 
did not immediately respond to a request  
for comment.

Before and during her tenure as 
assemblywoman, harris allegedly went to 
great lengths to defraud local and federal 
agencies, FBi Assistant Director-in-Charge 
William Sweeney said in a statement.

“in fact, at a time when many residents in 
her district were dealing with the horrific 
aftermath of hurricane Sandy, harris was 
busy brewing a storm of her own,” Sweeney 
said.

harris, whose district stretches through 
the Brooklyn neighborhoods of Bay Ridge,  

Coney island and Dyker heights, was  
arraigned Jan. 9 at the U.S. District Court for 
the Eastern District of New York in Brooklyn.

in one of the four alleged schemes, between 
August 2014 and July 2015, when harris 
was executive director of a not-for-profit 
organization in Brooklyn, she is accused 
of defrauding the New York City Council 
of $22,800 by falsely claiming the money 
would go toward rent for a studio art space 
for community use.

After submitting a forged lease agreement, 
harris transferred the funds to her personal 
checking account and used the money to  
pay for personal expenses, including monthly 
mortgage payments, clothing and travel 
tickets, prosecutors said.

in another scheme, she is also accused 
of defrauding the Federal Emergency 
management Agency of nearly $25,000 
in temporary housing assistance by falsely 
claiming that she had been forced out of her 
Coney island residence by Sandy, claiming 
that it was uninhabitable.

Lawmaker fraud
COntInUed FrOM PaGe 1

if convicted on all 11 counts, harris, who 
was elected in November 2015 in a special 
election and was re-elected in 2016, faces a 
maximum sentence of 55 years in prison.  WJ

(Reporting by Gina Cherelus; editing by Frank 
McGurty and Rosalba O’Brien)

Related Filings: 
Indictment: 2018 WL 344391

See Document Section A (P. 19) for the 
indictment.

REUtERS/Carlo Allegri
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thEFt oF PUBLiC FUNDS

Contractor admits to bilking State  
Department sports diplomacy program
the operator of a bus and limousine company that contracted with the  
U.S. State Department to transport foreign athletes has admitted in Virginia 
federal court to stealing more than $17,300 from the government through  
a falsified vendor invoice scheme.

United States v. Hopkins, No. 17-cr-303, 
plea entered (E.D. Va. Dec. 21, 2017).

Denon t. hopkins, 49, the operator of 
Complete transportation LLC, pleaded  
guilty to one count of conspiracy to commit 
theft of public funds and engage in honest 
services wire fraud in violation of 18 U.S.C.A. 
§ 371, the U.S. Justice Department said in a 
statement.

hopkins entered his plea before U.S. District 
Judge t.S. Ellis iii of the Eastern District of 
Virginia.

in response to a Dec. 21 criminal information, 
hopkins admitted he and a federal employee 
stole money from a State Department-
sponsored foreign athlete exchange program 
by falsifying and inflating other vendors’ 
invoices, prosecutors said.

eXChanGe PrOGraM

the State Department runs a sports 
diplomacy program as part of its mission 
to promote peaceful relations between the 
United States and other nations.

the program allows visitors to attend 
sporting events and workshops, and meet 
professional, collegiate and youth coaches, 
trainers, administrators and players.

Under the program, the department entered 
into	 an	 agreement	 with	 George	 Mason	
University in 2011 to run an annual series  
of two-week exchanges for foreign athletes 
and coaches at the Fairfax, Virginia, school.

The	 State	 department	 gave	 GMu	 financial	
grants	 to	 operate	 the	 program,	 and	 GMu	
used some of this money to cover the cost of 
each visiting group’s expenses, the charges 
said.

InVOICe sCheMe

hopkins and Complete transportation 
received more than $247,000 from the 
government to provide transportation 

services for the sports exchange program 
between october 2014 and march 2016,  
the charges said.

While working under the contract, hopkins 
and an unidentified State Department 
employee who served as a sports exchange 
program manager concocted a scheme to 
defraud the government, prosecutors said.

the two worked together between march 
2015 and march 2016 to set up program 
itineraries and find vendors that would 
provide presentations or other services, 
according to the Justice Department. they 
then inflated the vendors’ invoices and 
submitted them for payment from the grants, 
the charges said.

hopkins and the employee also created  
false invoices appearing to be from these 
vendors and submitted them for payment, 
the Justice Department said.

sIGnatUres FOrGed

When hopkins and his co-conspirator 
received checks to pay their invoices with 
grant money, they forged the payee vendors’ 
signatures and deposited the checks in 
Complete transportation’s bank account, 
according to the charges.

Prosecutors said the fraud allowed hopkins 
to obtain $17,335 by depositing 74 checks  
via wire transfer. he used some of the  
money for his personal expenses and 
paid $12,590 to his co-conspirator as a  
kickback so he could keep the transportation 
contract, the Justice Department said.

hopkins’ sentencing is scheduled for April 6.  
he agreed to pay the government full 
restitution of $17,335 and faces up to five 
years in prison and a significant fine, court 
records show.  WJ

Related Filings: 
Criminal information: 2017 WL 6764510
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ExPoRt CoNtRoL

turkish national denies arranging illegal U.S. exports  
to iranian navy
A turkish citizen has pleaded not guilty in milwaukee federal court to charges that he arranged to have marine products 
made in Wisconsin illegally shipped out of the United States to iran’s navy.

United States v. Ramor Dis Ticaret Ltd.  
et al., No. 17-cr-122, plea entered (E.D. Wis. 
Dec. 11, 2017).

Resit tavan, 40, of istanbul, entered his 
plea before U.S. magistrate Judge David E. 
Jones of the Eastern District of Wisconsin, 
according to court records.

tavan, his turkey-based company Ramor 
Dis ticaret Ltd. and Ramor employee Fulya 
oguzturk are accused of conspiring to  
violate export control laws, U.S. Attorney 
Gregory	J.	Haanstad	of	the	Eastern	district	of	
Wisconsin said in a statement. 

they are also accused of conspiring to 
send marine products, including outboard 
engines, generators and propulsion systems, 
to iran by routing the items through turkey, 
the statement said.

Authorities arrested tavan in Romania in 
June and he was extradited to the United 
States, where he is charged with three counts 
of violating the international Emergency 
Economic Powers Act, 50 U.S.C.A. §  1701. 
Regulations issued under the statute  
prohibit exporting items to iran without a 
license from the U.S. treasury Department’s 
office of Foreign Assets Control.the 
indictment also names Ramor Dis ticaret 
and oguzturk as defendants. Court 
records do not indicate oguzturk has been 
apprehended.

OUtBOard enGInes

in a June 27 indictment, prosecutors said 
tavan serves as Ramor’s president and that 
oguzturk is its deputy manager. one of the 
company’s customers, Qeshm madkandalou 

Shipbuilding Cooperative of iran, is affiliated 
with the iranian government, according to 
the charges.

the indictment said a representative of 
Qeshm madkandalou spoke with tavan in 
April and may 2013 about obtaining high-
powered outboard engines manufactured  
by an unidentified marine products business 
in Wisconsin.

tavan, working with oguzturk and acting 
through Ramor in turkey, contacted a U.S. 
commercial brokerage company about 
purchasing the engines, prosecutors said. 
the charges did not identify the brokerage.

the defendants, at the broker’s request, 
also allegedly completed export paperwork 
indicating the engines would remain in 
turkey and would not be sent on to another 
country. Under U.S. law exporters, shippers 
and freight forwarders are required to file 
such paperwork with the government when 
goods and technology are shipped out of the 
United States.

Ramor sent the brokerage four payments 
totaling $190,000 for the engines, with 
the last payment in June 2013, according 
to the charges. the defendants’ false 
representations led to the engines’ shipment 
out of the United States that August, the 
indictment said.

MarIne GeneratOr

tavan, acting for Ramor, contracted with 
Qeshm madkandalou in December 2013 to 
serve as a general contractor for the design 
and manufacture of a high-speed boat that 
would be used by the iranian government to 
launch missiles, the indictment said.

to complete this project, tavan allegedly 
contacted an unidentified turkish distributor 
of marine power generators manufactured 
by a second Wisconsin-based firm. he paid 
$13,250 in June 2015, and the distributor 
made a wire transfer of the funds to the 
Wisconsin manufacturer, which exported  
a generator to turkey without knowledge of 
the item’s final destination, the charges said.

PrOPULsIOn eqUIPMent

tavan also sought marine propulsion 
equipment for the iranian government’s boat 
and in early 2015 discussed the purchase 
with another turkish distributor acting for a 
third Wisconsin manufacturer, prosecutors 
alleged.

Ramor paid $142,000 for the propulsion 
equipment in June 2015 and the distributor 
in turn transferred $113,000 to the Wisconsin 
business that July to begin the export 
process, according to the indictment. the 
manufacturer did not know the equipment 
was going to iran, the statement said.

addItIOnaL CharGes

Prosecutors have also charged tavan 
with conspiracy under 18 U.S.C.A. §  371, 
three counts of smuggling in violation of  
18 U.S.C.A. § 554(a) and six counts of money 
laundering under 18 U.S.C.A. § 1956(a)(2)(A).

if convicted, tavan faces a significant prison 
sentence and fines on each count, according 
to prosecutors.  WJ

Related Filings: 
Indictment: 2017 WL 6420612
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oPioiD DEAthS

osteopathic doctor charged with causing  
5 patients’ opioid deaths
By Jodine Mayberry

A mount Carmel, Pennsylvania, doctor was indicted Dec. 21 for causing the 
deaths of five patients by overprescribing oxycodone and other opioids, the 
U.S. Justice Department has announced.

United States v. Kraynak, No. 17-cr-403, 
indictment unsealed (M.D. Pa. Dec. 21, 2017).

Raymond Kraynak, 60, was charged with 
five counts of drug delivery resulting in 
death, 12 counts of unlawful distribution of 
a controlled substance and two counts of 
using his medical offices as drug-involved 
premises.

the indictment does not name the five 
patients but says they died of overdoses 
between 2013 and 2015 after receiving 
multiple prescriptions from Kraynak.

From Jan. 1, 2016, to July 31, 2017, Kraynak 
prescribed 2.8 million doses of oxycodone 
and Percocet to 2,838 patients, making him 
the top prescriber of controlled substances  
in Pennsylvania for that 19-month period, the 
indictment says.

Kraynak has a history of mishandling 
controlled substances, according to the 
indictment.

he was disciplined in 2006 for acting in an 
unprofessional manner by failing to keep 
proper medical records of patients to whom 
he had prescribed controlled substances  
for weight loss, the indictment says.

in January 2012, he entered into a consent 
agreement and order with the Pennsylvania 
Board of osteopathic medicine after it  
found he was prescribing large quantities 
of opioids without performing physical 
examinations of patients or keeping accurate 
records, according to the indictment. 

As a result of that consent order, he was 
required to complete an intensive course 
on controlled substance management, the 
indictment says.

the state board also disciplined Kraynak 
in early 2016 for failing to enter pertinent 
information on patient records.

Prosecutors say he has continued to 
prescribe oxycodone, morphine and 
other painkillers without keeping proper 
records, adequately examining patients or  
counseling and assessing patients about  
the risks of addiction.

the Drug Enforcement Administration 
arrested Kraynak on Dec. 21, and he was 
arraigned the next day and released on 
$500,000 unsecured bond, according to 
court records.

“the sheer number of pills prescribed in 
this case is staggering,” David J. Freed, 
U.S. attorney for the middle District of 
Pennsylvania, said in a statement. “Death 
or serious injury was the inevitable result of  
this defendant’s conduct.”

Kraynak faces a mandatory minimum term 
of 20 years’ imprisonment on each count  
of drug delivery resulting in death and 
20 years’ imprisonment on each count 
of prescribing controlled substances to 
patients outside the usual course of medical 
treatment.

Each count of maintaining drug-involved 
premises also carries a potential sentence 
of 20 years’ imprisonment, according to the 
DoJ.

the government is seeking forfeiture of 
Kraynak’s offices in mount Carmel and 
Shamokin, Pennsylvania, the revocation 
of his medical license and $500,000, the 
statement said.

the joint investigation was carried out by 
the DEA, the mount Carmel Borough Police 
Department, the Pennsylvania office of the 
Attorney	 General,	 the	 pennsylvania	 State	
Police and the Schuylkill County Drug task 
Force, the DoJ said.  WJ
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mEDiCAiD FRAUD

4th Circuit affirms lengthy convictions  
for fraudulent medicaid billing
the 4th U.S. Circuit Court of Appeals has affirmed the convictions and sentences of two co-conspirators who were  
accused of trying to bilk more than $11 million from the North Carolina medicaid program.

According to DoJ, harlan acquired medicaid 
beneficiary information from patient 
recruiters and entered that information into 
spreadsheets along with made-up intake, 
assessment and therapy dates. harlan 
partnered with mcRae to generate bills  
from the phony spreadsheets that were 
submitted to the North Carolina medical 
Assistance Program, the statement said.

United States v. Harlan et al., Nos. 16-4833 
and 16-4853, 2017 WL 6003357 (4th Cir. 
Dec. 4, 2017).

Cynthia t. harlan was sentenced to  
192 months and Claude B. mcRae was 
sentenced to 88 months following their 
convictions in a July 2016 joint jury trial in  
the U.S. District Court for the Western  
District of North Carolina.

harlan was ordered to pay $3.1 million in 
restitution and mcRae was ordered to pay 
restitution of $1.6 million, according to a  
Dec. 1, 2016, statement from the U.S. 
attorney’s office.

the two were indicted for their alleged 
involvement in a scheme to create phony 
bills for mental health services that  
harlan’s company, heartland Consulting & 
marketing inc., never provided to medicaid 
recipients.

harlan also argued that the trial court 
erred in attributing nearly $12 million as the 
intended amount of loss because she did 
not intend to receive the entire amount she  
billed medicaid.

however, she failed to offer any evidence to 
rebut the presumption that she intended 
to bilk medicaid of the entire amount, the 
appeals court said.

mcRae contested the $6.8 million in loss 
attributed to him based on the billings 
of companies he co-owned with another 
alleged co-conspirator, tyree C. Jones.

mcRae argued that he was a minor or 
minimal participant in the scheme and  
that his sentence should not have been 
enhanced by two offense levels for abuse of 
a position of trust.

the appeals court rejected that argument, 
finding that medicaid would not have 
approved mcRae’s company to become a 
medicaid provider without his application 
and that he contributed significantly to 
the commission and concealment of the 
fraudulent scheme.  WJ

Related Filings: 
Opinion: 2017 WL 6003357

See Document Section D (P. 42) for the opinion. 

the defendants bought patient information from recruiters, 
then made up false examination and therapy dates and 
submitted the fraudulent claims to the North Carolina  

medical Assistance Program, according to court records.

harlan was convicted of health care fraud 
conspiracy, making false statements, 
aggravated identity theft and obstruction 
of a health care fraud investigation. mcRae  
was convicted of health care fraud conspiracy, 
the statement said.

harlan argued on appeal that the district 
court should have granted her motion to 
sever her trial from mcRae’s.

the 4th Circuit panel denied harlan’s appeal, 
saying she failed to show that being tried 
with mcRae affected the outcome of her 
case, the panel said.
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